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Background 

1. The Commission submitted the above proposal for a framework decision to the Council on 17 

November 2007 and presented its contents to the Multidisciplinary group on organised crime 

(MDG) on 30 November 2007. At the Informal JHA Ministerial meeting on 25-26 January 

2008, the Ministers of Interior discussed a number of general questions regarding this 

Commission proposal. During the Slovenian Presidency three readings of the proposal took 

place. 
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2. During the French Presidency, a thematic approach was followed and the most important 

themes surrounding the possible introduction of a system of collecting and processing PNR 

data in the European Union were studied in depth. The results of these discussions in the 

MDG are set out in three outcomes of proceedings1 and were the subject of ministerial 

discussions at the Council meetings of 25 July and 27 November 20082. 

 

3. At its meeting of 27 November 2008, the Council instructed the preparatory bodies of the 

Council “to examine all the outstanding issues, whether legal or operational, in the light of the 

report and all the work already carried out with a view to possible decisions at a later date”. 

This Presidency has sought to follow this instruction by endeavouring to incorporate the main 

findings at which the MDG arrived during the French Presidency into the text of the draft 

Framework decision, as it stood at the end of the Slovenian Presidency3. The result thereof 

was set out in 5618/09 CRIMORG 7 AVIATION 3 DATAPROTECT 2. In the meantime, that 

text has been discussed at the MDG meetings of 2-3 and 17 February and 17 March 2009. The 

revised text of Articles 1-10 (5618/1/09 REV 1 CRIMORG 7 AVIATION 3 

DATAPROTECT 2) has also been discussed at the MDG meetings of 23 April and 12 May 

2009. The attached text seeks to take account of the remarks made at the meetings of 17 

February and 17 March 2009, in respect of Articles 11-20, at the meetings of 23 April and 12 

May 2009, in respect of Articles 1-10. 

 

4. The attached text is subject to the following reservations: reservation by DELETED, 

linguistic reservation by HU and RO, general scrutiny reservation by DELETED. In addition, 

a number of delegations also entered a parliamentary scrutiny reservation: CZ, DK, EE, FR, 

HU, IE, LT, MT, NL, PL, PT, SE and UK.  

                                                 
1  13319/08 CRIMORG 144 AVIATION 187 DATAPROTECT 62; 13860/08 CRIMORG 159 

AVIATION 216 DATAPROTECT 71 and 15441/08 CRIMORG 188 AVIATION 260 
DATAPROTECT 89. 

2  13803/1/08 CRIMORG 157 AVIATION 211 DATAPROTECT 70 and 16457/08 
CRIMORG 208 AVIATION 286 DATAPROTECT 100 + COR 1+ COR 2. 

3  7656/3/08 CRIMORG 49 AVIATION 77 DATAPROTECT 14. 
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DELETED welcomed that the Commission had tabled a proposal on the use of PNR data, as 

requested by the Council. DELETED however pointed out that specific provisions of the 

Draft Framework decision still needed a thorough examination in order to ensure that it would 

be compatible with all data protection and constitutional requirements. DELETED think that 

in particular the retention of data concerning innocent data subjects should be further 

examined carefully. DELETED has also stressed the need for a further examination of the 

legal basis for this proposal in the light of the opinion of the Council Legal Service4.  

Several delegations (DELETED) have voiced their concerns on the potential financial 

impacts of the setting up and running of a system for the collection and processing of PNR 

data. The Commission has indicated its willingness to look into possibilities for funding 

national PNR systems. 

 

The Presidency submits this text for consideration to the Multidisciplinary Group on 

organised crime in the context of further discussions.  

 

 

______________ 

                                                 
4  16614/07 JUR 462 CRIMORG 194 AVIATION 229 DATAPROTECT 61. 
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ANNEX I 

Proposal for a 

COUNCIL FRAMEWORK DECISION  

on the use of Passenger Name Record (PNR) for law enforcement purposes 

THE COUNCIL OF THE EUROPEAN UNION, 

Having regard to the Treaty on European Union, and in particular Article 29, Article 30(1)(b) and 

Article 34(2)(b) thereof,  

Having regard to the proposal from the Commission5, 

Having regard to the opinion of the European Parliament6, 

Whereas,  

 

(1) The European Council adopted the Declaration on combating terrorism on 25 March 20047 

inviting the Commission to bring forward, inter alia a proposal for a common EU approach to 

the use of passenger’s data for law enforcement purposes.  

(2) The Commission has been further called upon to bring forward a proposal for the use of PNR 

in the Hague Programme8 and at the extraordinary Council meeting of 13 July 20059.  

                                                 
5 OJ  
6 OJ  
7 7906/04. 
8 The Hague Programme – Strengthening Freedom, Security and Justice in the European 

Union, paragraph 2.2 Terrorism. 
9 Council Declaration on the EU response to the London bombings – point 6. 
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(3) It is one of the objectives of the European Union to offer a high level of security and 

protection within an area of freedom, security and justice; this requires that the prevention, 

detection, investigation and prosecution of terrorist offences and serious crime, be carried out 

in an adequate manner. The definitions of terrorist offences and serious crime are taken from 

Articles 1 to 4 of the Council Framework Decision 2002/475/JHA on combating terrorism10 

and Article 2 of the Council Framework Decision on the European Arrest Warrant and the 

surrender procedures between Member States 11 respectively. 

(4) Directive 2004/82/EC of 29 April 2004 on the obligation of air carriers to communicate 

passenger data12 regulates the transmission of advance passenger information (API) data by 

air carriers to the competent national authorities.  

(5) Because of the information they contain, PNR data are appropriate to effectively prevent, 

detect, investigate and prosecute terrorist offences and serious crime and thus to enhance 

internal security. The use of PNR data together with API data in certain cases has added value 

in assisting Member States in verifying the identity of an individual;  

(5a) This Framework Decision shall not apply to activities which fall outside the scope of Title VI 

of the Treaty on European Union, such as those covered by the Treaty establishing the 

European Community or national law. 

 

                                                 
10 OJ L 164, 22.6.2002, p. 3. 
11  OJ L 190, 18.7.2002, p.3. 
12 OJ L 261, 6.8.2004, p. 24. 
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(6) Air carriers already collect and process PNR data from their passengers for their own 

commercial purposes, subject to Directive 95/46/EC of the European Parliament and of the 

Council of 24 October 1995 on the protection of individuals with regard to the processing of 

personal data and on the free movement of such data13. This Framework Decision does not 

impose any obligation on air carriers to collect any additional information from passengers or 

to retain any data or any obligation on passengers to provide any data in addition to that 

already provided to air carriers on a voluntary basis.  

(7) To prevent, detect, investigate and prosecute terrorist offences or serious crime, it is essential 

that all Member States introduce provisions laying down obligations on air carriers operating 

flights to or from the territory of one or more Member States of the European Union, 

including those segments connecting two EU-airports which are part of an international flight. 

Member States may chose to include intra-EU flights in their national PNR systems, but such 

flights should, at this stage, not be covered by this Framework Decision. The experiences of 

those Member States may, however, be drawn upon in the context of a future reflection on the 

extension of the scope of the Framework Decision14. 

(7a) This Framework decision does not derogate from Member States’ right to provide, under their 

domestic law, for a system of collection and handling of PNR data for other purposes than 

those specified in this Framework decision, or from other transportation providers than those 

specified in the Framework decision. In such cases, appropriate data protection regimes shall 

apply, such as the provisions of Directive 95/46/EC of the European Parliament and of the 

Council of 24 October 1995 on the protection of individuals with regard to the processing of 

personal data and on the free movement of such data. 

(8) The availability of PNR data to competent national authorities in accordance with the 

provisions of this Framework Decision is necessary for the purposes of preventing, detecting, 

investigating and prosecuting terrorist offences or serious crime, the regulation of such 

availability should be proportionate to the legitimate security goal pursued. 

                                                 
13  Clarification at the suggestion of DELETED. 
14  DELETED welcomed the fact that recital 7a allowed Member States to include intra-EU 

flights, but thought the Framework Decision should provide that in such case its 'procedural' 
provisions should apply to the retention and exchange of data collected regarding these intra-
EU flights. This position was supported by DELETED. COM and DELETED opposed this. 
DELETED entered a scrutiny reservation on the DELETED proposal. 
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(9) The retention period for PNR data by competent national authorities should be proportionate 

to the purposes for which they are sought; namely the prevention, detection, investigation and 

prosecution of terrorist offences and serious crime. Because of the nature of the data and its 

uses, it is important that the data is kept for a sufficiently long period for carrying out trend 

analysis and for using in investigations. In order to avoid a disproportionate use, it is 

important that after some years, the data is archived and only accessible under very strict and 

more limited conditions. At the same time this ensures that it is available if it is needed in 

specified exceptional circumstances, as well as for trend analysis. 

(9a) The retention periods for PNR data set by this Framework Decision are without prejudice to 

different, possibly longer periods during which PNR data which are being processed by police 

or judicial authorities in the context of a criminal investigation or prosecution, may be 

retained. 

(10) Data protection rules applicable to all PNR data processed by the Passenger Information Units 

in accordance with this Framework Decision should be clear and unambiguous and the rights 

of the data subjects in relation to such processing, such as the right to information, the right of 

access, the right of rectification, erasure, as well as the rights to compensation and judicial 

remedies should be those provided under this Framework Decision. 

(10a) The transfer of PNR data by the Passenger Information Unit of one Member State to the 

Passenger Information Unit or the competent authority of another Member State is subject to 

the data protection safeguards laid down in the Council Framework Decision of 27 November 

2008 on the Protection of Personal Data Processed in the Framework of Police and Judicial 

Co-operation in Criminal Matters (2008/977/JHA), as is the exchange of PNR data between 

the competent authorities of various Member States15. 

                                                 
15  COM, DELETED suggested to put this into the body of the text.  
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(10b) The processing of PNR data by competent authorities is equally subject to the data protection 

safeguards laid down in the Council Framework Decision of 27 November 2008 on the 

Protection of Personal Data Processed in the Framework of Police and Judicial Co-operation 

in Criminal Matters (2008/977/JHA) or to national data protection rules which match those 

data protection safeguards and, in respect of Member States who have ratified the Council of 

Europe Convention of 28 January 1981 for the Protection of Individuals with regard to the 

Automatic Processing of Personal Data, having regard to the provisions of that Convention 

and taking into account Recommendation No R(87)15 of 17 September 1987 of the 

Committee of Ministers of the Council of Europe Regulating the use of Personal Data in the 

Police Sector. However, it is necessary to specify the rules regarding the use of PNR data in 

this Framework decision. 

(10c) Member States should ensure that passengers are provided with accurate and timely 

information about the provision of PNR data to the Passenger Information Unit, for example 

through a guide on passengers' rights of access and through posters at the airport. 

(11) To ensure the effectiveness of the obligations on air carriers to transfer or to make PNR data 

available, dissuasive, effective and proportionate sanctions, including financial penalties, 

should be provided for by Member States against those air carriers failing to meet these 

obligations. The Member States should take all necessary measures to enable air carriers to 

fulfil their obligations under the Framework Decision. In case where there are repeated 

serious infringements which might undermine the basic objectives of this Framework 

Decision, these sanctions may include measures such as the immobilisation, seizure and 

confiscation of the means of transport, or the temporary suspension or withdrawal of the 

operating licence. Such sanctions should be imposed only in exceptional cases. 

(12) It is necessary that competent national authorities are provided with PNR data which is 

collected by air carriers. 

(13) As a result of the legal and technical differences between national provisions concerning 

information, including PNR, air carriers will be faced with different requirements regarding 

the types of information to be transmitted, as well as the conditions under which this 

information needs to be provided to competent national authorities. 
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(14) These differences may be prejudicial to the effective co-operation between the competent 

national authorities for the purposes of preventing, detecting, investigating and prosecuting 

and fighting terrorist offences or serious crime. 

(15) The Commission in its Communication of 16 December 2003 on “Transfer of air PNR data: a 

global EU-approach”16 has outlined the core elements of an EU policy in this area; it further 

provided support to and contributed actively to the work undertaken in the framework of the 

multilateral initiative of ICAO which resulted in the development of the ICAO guidelines on 

PNR; such guidelines should be taken into account. Measures adopted solely at national or 

even Union level, without taking into account international coordination and cooperation, 

would have limited effects. The measures adopted by the Union in this field should therefore 

be consistent with the work undertaken in international fora.  

(16) There are two possible methods of data transfer currently available: the 'pull' method, under 

which the competent authorities from the State requiring the data can reach into (“access”) the 

air carrier's reservation system and extract (“pull”) a copy of the required data and the 'push' 

method, under which air carriers transmit (“push”) the required PNR data to the authority 

requesting them. The 'push' method is considered to offer a higher degree of data protection 

and should be mandatory for all carriers. 

(17) PNR data required by a Member State should be transferred to a single representative unit 

(Passenger Information Unit) of the requesting Member State, as to ensure clarity and reduce 

the costs to air carriers.  

(17a) Air carriers that operate international flights may designate an intermediary through which 

they transfer or make the PNR data of passengers available, instead of making such data 

available directly to Passenger Information Units. Where such intermediaries are designated, 

they shall act on behalf of the air carrier from which they have been designated, and they shall 

be considered as such air carrier's representative for the purposes of this Framework Decision. 

The designation of such intermediary does not exonerate the air carrier from its obligations 

under this Framework Decision17.  

                                                 
16 COM(2003) 826, 16.12.2003. 
17  DELETED scrutiny reservation. 
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(18) The contents of any lists of required PNR data to be obtained by the Passenger Information 
Units should reflect an appropriate balance between the legitimate requirements of public 
authorities to prevent, detect, investigate and prosecute terrorist offences or serious crime, 
thereby improving the internal security within the EU and the protection of fundamental rights 
of citizens, notably privacy. 

(19) In order to enhance the internal security of the European Union as a whole, each Member 
State should be responsible for assessing the potential threats related to terrorist offences and 
serious crime. Guidance for common general criteria for such risk assessment should be 
provided for by the Committee established by this Framework Decision. 

(20) As a fundamental principle of data protection, it is important to ensure that no decision which 
produces an adverse legal effect to a person or seriously affects him shall be taken by the 
competent authorities of the Member States only by reason of the automated processing of 
PNR data or by reason of a person's race or ethnic origin, religious or philosophical belief, 
political opinion or sexual orientation. 

(21) Member States should share with other Member States the results of the processing of PNR 
data that they receive as necessary. (The Framework Decision rules on exchange of PNR data 
between the Passenger Information Units of different Member States are without prejudice to 
the exchange of PNR data between law enforcement or judicial authorities, including through 
Eurojust and Europol, which have obtained PNR data from their Passenger Information Unit 
in accordance with this Framework Decision. Such exchange of PNR data between law 
enforcement or judicial authorities shall be governed by the rules on police and judicial co-
operation.) 
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(21a) Transfers of PNR data by a Member State to third countries should be permitted only on a 

case-by-case basis and, pursuant to standard provided for in the Council Framework Decision 

of 27 November 2008 on the Protection of Personal Data Processed in the Framework of 

Police and Judicial Co-operation in Criminal Matters (2008/977/JHA), transfers of PNR data 

by a Member State to third countries should be (...) subject to additional requirements relating 

to the purpose of the transfer, the quality of the receiving authority and the level of data 

protection in the third country. This Framework Decision is, however, without prejudice to 

any obligations and commitments incumbent upon Member States or upon the Union by 

virtue of bilateral and/or multilateral agreements with third States existing at the time of 

adoption of this Framework Decision. In application of these agreements, the transfer to a 

third country of personal data obtained under this Framework Decision from another Member 

State, shall be carried out while respecting, where applicable, the requirement of prior consent 

from the originating Member State.  

(22) Member States should ensure that the transfer of the relevant PNR data from air carriers to the 

competent national authorities takes place using state of the art technological means to 

guarantee, to the maximum extent possible, the security and readability of the data 

transmitted. The standards which are recommended by IATA should be taken into 

consideration in achieving secure transmissions of the data. 

(23) Since the objectives of this Framework Decision cannot be sufficiently achieved by the 

Member States acting alone, and can therefore, by reason of the scale and effects of the 

action, be better achieved at the level of the European Union, the Council may adopt measures 

in accordance with the principle of subsidiarity as set out in Article 5 of the EC Treaty and 

referred to in Article 2 of the EU Treaty. In accordance with the principle of proportionality, 

as set out in Article 5 of the EC Treaty, this Framework Decision does not go beyond what is 

necessary to achieve those objectives. 

(24) This Framework Decision respects the fundamental rights and observes the principles 

recognised, in particular by the Charter of Fundamental Rights of the European Union. 
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CHAPTER I 

GENERAL PROVISIONS 

Article 1 

Objectives 

 

This Framework Decision provides for the transfer or the making available by air carriers of PNR 

data of passengers of international flights to the Member States, for the purpose of preventing, 

detecting, investigating and prosecuting terrorist offences or serious crime18, as well as the 

processing of those data, including their collection, use and retention by the Member States and 

their exchange between them.  

 

Article 2 

Definitions 

 

For the purpose of this Framework Decision the following definitions shall apply: 

(a) ‘air carrier’ means an air transport undertaking with a valid operating licence or equivalent 

permitting it to carry out carriage by air of passengers, as stated in the operating licence. The 

obligations under this Framework Decision shall be incumbent on the air carrier also in the 

event that the air carrier designates an intermediary for the purposes related to this 

Framework Decision19;  

(b) "international flight" means any scheduled or non-scheduled flight by air carrier planned to 

land in20 the territory of at least one Member State of the European Union originating in a 

third country or to depart from the territory of at least one Member State of the European 

Union with a final destination in a third country, including any transfer or transit flights; 

                                                 
18  DELETED proposed an inclusion of “border control” among the purposes of the Framework 

Decision. 
19  COM indicated that the current definition covered so-called air taxis, but excludes purely 

private flights. Cargo flights would be excluded, as they normally do not gather PNR data. 
The question to what extent data collected by code-sharing air carriers would be governed by 
this instrument would be further examined by the Commission. 

20  DELETED scrutiny reservation. 
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(c) ‘Passenger Name Record (PNR)’ means a record of each passenger's travel requirements 

which contains all information necessary to enable reservations to be processed and 

controlled by the booking and participating air carriers for each journey booked by or on 

behalf of any person. Such a record may be contained in reservation systems, Departure 

Control Systems (DCS), or equivalent systems providing the same functionalities. In the 

context of this Framework Decision, PNR data shall mean the data elements described in the 

Annex and only to the extent that these are collected by the carrier; 

(d) 'passenger' means any person, except members of the crew, carried or to be carried in an 

aircraft with the consent of the carrier; 

(e) ‘reservation systems’ means the air carrier’s computerised inventory system, in which PNR 

data are collected for the handling of reservations ; 

(f) 'Push method’ means the method under which air carriers transmit the required PNR data 

into the database of the authority requesting them;  

(g) "Pull method" means the method under which the authority requiring the data can access the 

air carrier's reservation system, departure control system and equivalent system and extract 

the required data into their database; 

(h) "terrorist offences" means the offences under national law, referred to in Articles 1 to 4 of 

the Council Framework Decision 2002/475/JHA on combating terrorism as amended by the 

Council Framework Decision 2008/919/JHA; 
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(i) "serious crime" means the offences under national law, referred to in Article 2 of Council 

Framework Decision 2008/841/JHA of 24 October 2008 on the fight against organised 

crime as well as the offences under national law, referred to in Article 2(2) of the Council 

Framework Decision on the European Arrest Warrant and the surrender procedures between 

Member States if they are punishable by a custodial sentence or a detention order for a 

maximum period of at least three years under national law of the Member State collecting 

the PNR data, or, in case of the processing thereof in another Member State, the Member 

State processing the PNR data21. 

                                                 
21  Addition in order to clarify under whose domestic law this threshold needs to be assessed. 

DELETED scrutiny reservation on the definition. DELETED scrutiny reservation on the 
threshold. DELETED reservation on the introduction of the concept of serious crime in the 
Framework Decision. DELETED scrutiny reservation on the issue of double criminality. 
Consequently, these reservations pertains to all instances in the Framework Decision where 
this concept is used. 
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CHAPTER II 

RESPONSIBILITIES OF THE MEMBER STATES 

 

Article 3 

Passenger Information Unit22 

 

1. Each Member State shall set up or designate a law enforcement23 authority or a branch of 

such an authority to act as its "Passenger Information Unit "responsible for collecting the 

PNR data from the air carriers, store them, analyse them and transmit the result of the analysis 

to the competent authorities referred to in Article 4. Its staff members may be detached from 

competent public authorities. Each Member State shall notify its Passenger Information Unit 

to the Commission and the General Secretariat of the Council within twelve months after this 

Framework Decision enters into force, and may at any time update its notification. The 

Commission shall publish this information in the Official Journal of the European Union. 

2. The Passenger Information Unit shall be responsible for collecting the PNR data transferred 

or made available by air carriers, according to Article 5, in relation to international flights 

which land on or depart from the territory of the Member States which it serves. Should the 

PNR data transferred or made available by air carriers erroneously include data beyond those 

listed in the Annex, the Passenger Information Unit shall delete such data immediately upon 

its receipt24.  

                                                 
22  DELETED scrutiny reservation. DELETED indicated it was still pondering the respective 

(dis)advantages of a centralised vs. a decentralised system of data collection. 
23  DELETED scrutiny reservation: DELETED would have preferred to have the more general 

term ‘public’ authority. 
24  DELETED suggested that a cross-reference to Article 11b (logging) be inserted. The 

Presidency deems such reference superfluous, as this provision is obviously applicable. 
DELETED thought the current drafting provided too much leeway to air carriers. 
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3. The Passenger Information Unit shall process PNR data only for the following purposes: 

(a) carrying out real time risk assessment25 of the passengers26 in order to identify the 

persons who may be involved in a terrorist offence or serious crime and who 

require further examination by the competent authorities of the Member State, 

referred to in Article 4. In carrying out such risk assessments, the Passenger 

Information Unit may process PNR data against pre-determined risk criteria and 

against relevant databases, including international or national files or national 

mirrors of European files on persons or objects sought or under alert, in 

accordance with European, international and national rules applicable to such 

files27. Member States shall ensure that a positive match as a result of such 

automated processing is manually reviewed in order to verify whether to the 

competent authority referred to in Article 4 needs to take action with a view to 

preventing, detecting, investigating or prosecuting terrorist offences or serious 

crime28;  

                                                 
25  DELETED proposed to replace the term ‘risk assessment’ by ‘monitoring’. This was 

supported by DELETED but DELETED entered scrutiny reservations. 
26  Some delegations have pleaded in favour of some degree of harmonisation with regard to the 

risk assessment: DELETED.  
27  COM reservation on reference to databases. DELETED preferred the previous language on 

databases. DELETED also thought the current text was too vague. 
28  DELETED reservation: DELETED thought the manual review should not necessarily be 

carried out by the PIU; but could also be carried out by the competent authority. Several other 
delegations indicated their willingness to accept a system under which the manual review 
could be carried out either by the PIU or by the competent authority: COM, DELETED. 
DELETED insisted it be carried out by the PIU. DELETED thought that both competent 
authority and PIU should conduct manual checks. Presidency believes that the necessity of 
manual review should be introduced in the text, while the identification of most appropriate 
body conducting such review may be left to Member States.  
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(b) responding, on a case-by-case basis, to requests from competent authorities to 

provide PNR data29 and process PNR data in a specified manner and to provide 

the competent authorities with the results of such processing. Such requests shall 

relate to a specific cases of prevention, investigation or prosecution30 of a terrorist 

offences or serious crime and must be reasoned; and 

(c) analysing PNR data for the purpose of identifying trends and patterns and 

allowing the PIU and/or competent authorities referred to in Article 4 to update or 

create new risk criteria for carrying out risk assessments according to paragraph 

(a). 

4. The criteria and guarantees in respect of real time risk assessments referred to in paragraph 

3(a) will be provided for in compliance with national law31, taking due account of the 

recommendations for common general criteria, methods and practices for risk assessments 

which shall be adopted under the procedure of Articles 13, 14 and 15. Member States shall 

ensure that the risk criteria shall be set by the PIU and/or32 by the competent authorities 

referred to in Article 4 and shall in no circumstances be based on a person's race or ethnic 

origin, religious or philosophical belief, political opinion, trade union membership, health or 

sexual orientation. 

5. The transmission by the Passenger Information Unit of a Member State of the PNR data or 

analysis of PNR data of the individuals identified in accordance with paragraph 3(a) and (b) 

for further examination to the relevant competent authorities of the same Member State shall 

take place by electronic means or, in case of technical failure, by any other appropriate means.  

                                                 
29  DELETED suggested that, since this provision opens for the transfer of “bulk data” to 

competent authorities, the Framework decision should also include a provision providing for 
the immediate deletion by the competent authorities of personal data which is not needed for 
the purpose of preventing, detecting, investigating or prosecuting terrorist offences or serious 
crime. 

30  DELETED queried whether the exclusion of a reference to the prevention and detection (of 
terrorist offences or serious crime) would mean that the provision cannot be used during the 
intelligence stage but only in the investigation or prosecution of a crime already committed.  

31  In response to DELETED concerns, the Presidency clarified the provision so as not to imply 
an obligation to stipulate these criteria in act of parliament. 

32 In response to DELETED reservation on the exclusive allocation of this task to the 
competent authorities. DELETED supported by DELETED on the other hand, preferred the 
original wording. 
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6. Two or more Member States may jointly set up or designate the same authority to serve as 

their Passenger Information Unit. Such Passenger Information Unit shall be established in one 

of the participating Member States and shall be considered the national Passenger Information 

Unit of all such participating Member States33. The participating Member States shall agree 

on the modalities of the operation of the Passenger Information Unit, the control of the data 

and in particular on the applicable requirements on data security, data protection and 

supervision, in accordance with the requirements laid down in this Framework decision. 

 

Article 4 

Competent authorities 

 

1. Each Member State shall adopt a list of the competent authorities which shall be entitled to 

request or receive PNR data or analysis of PNR data from the Passenger Information Units in 

order to examine this information further or take appropriate action. 

2. Competent authorities shall only include authorities of the Member States which are 

responsible for the prevention, detection, investigation or prosecution of terrorist offences or 

serious crime. 

3. Each Member State shall notify the list of its competent authorities in a declaration to the 

Commission and the General Secretariat of the Council within twelve months after this 

Framework Decision enters into force, and may at any time update its declaration. The 

Commission shall publish the declarations in the Official Journal of the European Union. 

4. The PNR data of passengers and the analysis of PNR data by the Passenger Information Unit 

may be further processed by the competent authorities of the Member States only with the aim 

of preventing, detecting, investigating or prosecuting terrorist offences or serious crime.34  

                                                 
33  DELETED pleaded in favour of a supranational analysis of PNR data, or at least a 'single 

window' for the collection of PNR data from air carriers. 
34  DELETED asked how this provision relates to recital 7a and if the provision means that the 

PIU can not be used in case a member state introduces a national systems of collection and 
handling of PNR data for other purposes than those specified in the Framework decision.  
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5. The limitation set out in paragraph 4 shall not affect or interfere with national law 

enforcement or judicial powers in case other offences, or indications thereof, are detected in 

the course of enforcement action further to such processing.35  

6. The competent authorities of the Member States shall not take any decision which produces 

an adverse legal effect on a person or significantly affects him only by reason of the 

automated processing of PNR data or only on the basis of a person's race or ethnic origin, 

religious or philosophical belief, political opinion, trade union membership or health or sexual 

orientation. 

Article 5 

Obligation on air carriers36 

 

1. Member States shall adopt the necessary measures37 to ensure that air carriers transfer or 

make available the PNR data of the passengers of international flights to the national 

Passenger Information Unit of the Member State on whose territory the international flight 

referred to is landing in or departing from, in accordance with the conditions specified in this 

Framework Decision. In cases in which an international flight is code-shared between one or 

more air carriers, the obligation to transfer or to make available the PNR data of all 

passengers of the flight should be on the air carrier that operates the flight. In cases in which a 

transiting international flight includes a segment involving two or more different Member 

States, air carriers should transfer or make available the PNR data of the passengers to the 

Passenger Information Units of all the involved Member States38. 

                                                 
35  DELETED scrutiny reservation. As a compromise, DELETED proposed to limit this 

provision to offences punishable by a custodial sentence or a detention order. 
36  DELETED scrutiny reservation. 
37  DELETED reservation on paragraph 1. DELETED in particular queried the meaning of 

'necessary measures'.  
38  DELETED reservation: unacceptable to oblige air carriers to provide data to more than one 

Member State. This question may need further reflection, in particular, as all the PNR data of 
a international flight entering the EU will be communicated to the PIU of the Member State 
concerned, including those of transit passengers. DELETED asked that the scope would 
include transit and transfer flights. However, the concept of transit/transfer flights as such 
does not exist, as there are only transit or transfer passengers. 
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1a. During [3] years following [the date referred to in Article 16] Member States shall ensure that 

the PNR data from at least 30 % of all flights referred to in paragraph 1 are collected. During 

next [3] years Member States shall ensure that the PNR data from at least 60 % of all flights 

referred to in paragraph 1 are collected. After [6] years following [the date referred to in 

Article 16] Member States shall ensure that the PNR data from all flights referred to in 

paragraph 1 are collected.39 

2. Air carriers shall transfer or make available to the Passenger Information Unit the PNR data 

as defined in Article 2(c) and specified in the Annex.  

3. Air carriers shall transfer or make available twice such data by electronic means using the 

common protocols and supported data formats to be adopted according to the procedure of 

Articles 13, 14 and 15, or, in case of technical failure, by any other appropriate means 

ensuring an appropriate level of data security: 

(a) once in advance, 48 hours before the scheduled time for flight departure. However, 

Member States may decide to allow the air carrier to transfer or make available the data 

in a period between 48 and not less than 24 hours before the scheduled time for flight 

departure, (...) 

and  

(b) once immediately after flight closure, that is immediately after the passengers have 

boarded the aircraft in preparation for departure and it is no longer possible for further 

passengers to board. Member States may permit air carriers to limit this transfer or 

making available to updates of the first transmission. In relevant cases Member States 

may bring this moment forward to half an hour before flight closure. 40 

                                                 
39  There is no consensus among delegations as to the length of the transitional periods. Some 

delegations (DELETED) opined these periods might have to be longer, whereas others 
(DELETED) thought they might need to be shorter. 

40  DELETED scrutiny reservation: DELETED thought the reference to the half hour period 
was too detailed for a Framework decision. 
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In specific cases, when there is an indication that early access is necessary to assist in 

responding to a specific and actual threat related to terrorist offences or serious crime, a 

Passenger Information Unit may, in accordance with national law41, require an air carrier to 

transfer or to make available to it PNR data prior to 48 hours from the scheduled time for 

flight departure or between the two moments referred to in (a) and (b).  

4. Following the expiry of a transition period of two42 years after the [the date referred to in 

Article 16 (1)], all air carriers shall be required to use the "push method" to transfer the data to 

the Passenger Information Units. During the transition period, air carriers that do not possess 

the necessary technical architecture to use the "push method", shall be obliged to permit the 

Passenger Information Unit, to extract the data from their databases using the "pull method". 

5. Member States shall ensure that air carriers or their agents or other ticket sellers for the 

carriage of passengers on air services inform passengers in accordance with Article 11c of this 

Framework Decision.  

 

Article 6 

Intermediary 

 

                                                 
41  This addition was made in order to clarify that the ad hoc powers of PIUs to request PNR data 

in specific cases are regulated by national law. This sentence merely acknowledges the 
possibility for national law to provide for such powers, in addition to the general EU 
obligation to transmit PNR data, set out at the beginning of paragraph 1. 

42  DELETED pleaded in favour of a period of two years, as in the EU-AUS PNR Agreement. 
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Article 7 

Exchange of Information between Member States43 

 

1. Member States shall ensure that, with regard to persons identified by a Passenger Information 

Unit in accordance with Article 3(3)(a), the PNR data or analysis of PNR data44 shall be 

transmitted by that Passenger Information Unit to the Passenger Information Units of other 

Member States only in such cases and to the extent that such transmission is necessary in the 

prevention, detection, investigation or prosecution of terrorist offences or serious crime. The 

Passenger Information Units of the receiving Member States shall transmit such PNR data or 

analysis of PNR data to their relevant competent authorities.  

                                                 
43  DELETED reservation. 
44  DELETED scrutiny reservation. 
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2. The Passenger Information Unit of a Member State shall have the right to request, either on an 

ad hoc or on a regular basis45, the Passenger Information Unit of any other Member State to 

provide it with PNR data which are kept in the latter's database as per Article 9(1), and, if 

necessary, also the analysis of PNR data46. The request for such data may be based on any one 

or a combination of data elements, as deemed necessary47 by the requesting Unit for a specific 

case of prevention, detection, investigation or prosecution of terrorist offences or serious 

crime. Passenger Information Units shall provide requested PNR data as soon as practicable 

and shall provide also analysis of PNR data, if it has already been prepared pursuant to Article 

3(1)48.  

                                                 
45  COM clarified that this paragraph could also be used to make a regular, standing request to 

the PIU of another Member State for certain types of PNR data. 
46  In view of the strong concern of several delegations that requests from PIUs of other Member 

States could impose an undue burden on a PIU, the Presidency has followed the suggestion by 
DELETED to limit the possibility of requesting processing of PNR data to cases where such 
analysis is necessary (first sentence) and already exists (last sentence). As pointed out by 
DELETED, this is also in accordance with the availability principle, namely that only the 
information which exists has to be made available to other Member States. 

47  DELETED had proposed to limit the PIU-to-PIU exchange to 'PNR data of individuals who 
may be involved in a terrorist offences or serious crime according to the provisions of Article 
3(3)'. It thought the words ‘necessary’ do not meet the proportionality requirement. 
DELETED thought this wording was unduly restrictive and risked to limit the exchange of 
PNR data too much and thinks it should not be restricted to ongoing investigations, but extend 
to the prevention of future offences.  

48  DELETED scrutiny reservation. DELETED constitutional reservation. DELETED scrutiny 
reservation on the phrase ‘if it already exists’. DELETED thought this phrase should be 
maintained. 
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2a. Only in those cases where it is absolutely necessary for the prevention of an immediate and 

serious threat to public security49, shall the competent authorities of a Member State have the 

possibility to request directly the Passenger Information Unit of any other50 Member State to 

provide it with PNR data which are kept in the latter's database as per Article 9(1) (2). Such 

requests shall relate to a specific investigation or prosecution of terrorist offences or serious 

crime and must be reasoned. Passenger Information Units shall respond to such requests as a 

matter of priority51. In all other cases the competent authorities shall channel their requests 

through the Passenger Information Unit of their own Member State. 

3. When a Passenger Information Unit requests specific PNR data of another Member State 

which are kept in archives as per Article 9(2), the request shall be made to the Passenger 

Information Unit of that Member State. Such request shall be made only in exceptional 

circumstances52 in response to a specific threat or a specific investigation or prosecution 

related to the prevention, detection, investigation or prosecution of terrorist offences or 

serious crime. 

4. In exceptional circumstances, when there is an indication that early access is necessary to (…) 

respond to a specific and actual threat related to the prevention, detection, investigation or 

prosecution of terrorist offences or serious crime, the Passenger Information Unit of a 

Member State shall have the right to request the Passenger Information Unit of another 

Member State to provide it with PNR data of flights landing in or departing from the latter's 

territory prior to 48 hours before the scheduled time for flight departure or between the two 

moments referred to in Article 5 (3) (a) and (b). 

                                                 
49  DELETED thought these cases of absolute urgency should be even better defined. 
50  DELETED requested that the word ‘other’ be deleted, thereby making this paragraph 

applicable also to domestic exchanges. DELETED also has a reservation on any possible 
transfer of bulk data. 

51  DELETED constitutional reservation. DELETED expressed grave qualms with regard to the 
practical operability of competent authorities requesting directly a PIU from another Member 
State, even in cases of extreme urgency. DELETED therefore proposed to delete this 
possibility from the current draft. Together with DELETED, COM, DELETED preferred 
that only PIU-to-PIU exchange of PNR data would take place in a cross-border context. 

52  COM clarified that it was for the requesting Member State to assess the exceptional nature of 
such circumstances. 
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Article 8 

Transfer of Data to Third Countries53 

1. PNR data and the analysis of PNR data may be transferred (…) by a Member State to a third 

country only on a case-by-case basis and only if the Member State is satisfied that: 

(a) the transfer is necessary for the purpose of preventing, detecting, investigating or 

prosecuting of terrorist offences or serious crime;   

(b) the receiving authority in the third country is an authority responsible for the prevention, 

investigation, detection or prosecution of terrorist offences or serious crime; 

(c) in case the PNR data was obtained from another Member State, that Member State has 

given its consent to the transfer in compliance with its national law;  

(d) the third country ensures an adequate level of protection for the intended data 

processing; and 

(e) the third country shall not transfer the data to another third country without the express 

consent of the Member State. 

2. By way of derogation from paragraph 1(c), data may be transferred to a third country without 

the prior consent of the Member State from which the data was obtained only if the transfer of 

the data is essential for the prevention of an immediate and serious threat related to the 

prevention, detection, investigation or prosecution of terrorist offences or serious crime, and 

the prior consent cannot be obtained in time. The transferring Member State shall inform the 

Member State from which the data was obtained without delay. 

                                                 
53  DELETED scrutiny reservation. DELETED raised the issue of possible financial 

implications in case of damages caused by the use of data transmitted to third countries. It 
appeared that this question could not be dealt with in the context of this Framework Decision, 
which can only set the conditions under which Member States collect process and transfer 
PNR data. 
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3. The adequacy of the level of protection referred to in paragraph 1(d) shall be assessed in the 

light of all the circumstances surrounding the data transfers. Particular consideration shall be 

given to the purpose of the use of the data, the data retention period, the country of final 

destination of the data, the rule of law in force in the third country and its security measures. 

4. In addition, such transmissions may only take place in accordance with the national law of the 

Member State concerned54 and any applicable international agreements. 

 

Article 9 

Period of data retention55 

1. Member States shall ensure that the PNR data provided by the air carriers to the Passenger 

Information Unit are kept in a database at the Passenger Information Unit for a period of three 

years after their transfer to the Passenger Information Unit of the first Member State on whose 

territory the international flight is landing or departing. 

                                                 
54  DELETED proposed to make the wording more specific: “the Member State transferring the 

data”. 
55  DELETED scrutiny reservation; DELETED scrutiny reservation on the collection and 

processing of personal data in the absence of concrete suspicions. See also the recital 9a 
regarding the retention of PNR data by police or judicial authorities.  
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2. Upon the expiry of the period of three years of the transfer of the PNR data to the Passenger 

Information Unit referred to in paragraph 1, the data may be archived at the Passenger 

Information Unit for a further period of [not more than seven56] years. During this period, the 

PNR data may be accessed, processed and used only by specially authorised personnel of the 

Passenger Information Unit, whose functional description comprises such access57. Access 

shall be permitted only in response to a specific and actual58 threat or risk or a specific 

investigation or prosecution or for analytical purposes related to the prevention, detection, 

investigation and prosecution of terrorist offences or serious crime.  

3. Member States shall ensure that the PNR data is deleted from all the databases of their 

Passenger Information Unit upon the expiry of the period specified in paragraph 1, or in the 

case of archiving the data, in paragraph 2.  

3a. The result of matching referred to in Article 3(3)(a) shall be kept by the Passenger 

Information only as long as necessary to inform the competent authorities of a positive match. 

Where the result of an automated matching operation has, further to manual verification, 

proven to be negative, it may, however, be stored so as to avoid future "false" positive 

matches [for a maximum period of three years]59.  

                                                 
56  It is clear that no consensus has been reached yet on the question of the exact length of the 

additional retention period and therefore the Presidency considers this subject to be under 
scrutiny reservation by all delegations. Some delegations (and COM) would have liked a 
completely harmonised time period, but the Presidency deems it highly unlikely that a 
consensus can be reached among 27 delegations on an exact and obligatory retention period. 

57  DELETED proposal. 
58  DELETED argued in favour of a lower threshold without need to demonstrate the actual 

nature of the threat. 
59  DELETED scrutiny reservation. Commission disagrees with this paragraph in its entirety. 
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Article 10  

Sanctions60 

Member States shall ensure, in conformity with their national law, that dissuasive effective and 

proportionate sanctions, including financial penalties, are provided for against air carriers which, 

with regard to PNR data collected by them, do not transmit all data required under this Framework 

decision or do not do so in the required format or otherwise infringe the national provisions adopted 

pursuant to this Framework Decision. 

 

                                                 
60  DELETED thought that the Framework Decision should provide that also PIU staff who 

unlawfully disclose PNR data should be subject to dissuasive effective and proportionate 
sanctions. DELETED also advocated the idea that all PIU staff should receive adequate 
training. 
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CHAPTER III 

PROTECTION OF PNR DATA  

 

Article 11 

Protection of PNR data  

 

1. Member States shall ensure that all processing of PNR data pursuant to this Framework 

Decision by the Passenger Information Unit61, takes place in accordance with the provisions 

of Articles 11-12. 

 

1a. Without prejudice to Article 11 (1)62, Member States shall ensure that all processing of 

personal data pursuant to this Framework Decision by the competent authorities and the 

Passenger Information Units is subject to a standard of protection of personal data under their 

national law which at least corresponds to the standards of the Council Framework Decision 

of 27 November 2008 on the Protection of Personal Data Processed in the Framework of 

Police and Judicial Co-operation in Criminal Matters (2008/977/JHA) and to the level of data 

protection resulting from63 the Council of Europe Convention of 28 January 1981 for the 

Protection of Individuals with regard to the Automatic Processing of Personal Data, taking 

into account Recommendation No R(87)15 of 17 September 1987 of the Committee of 

Ministers of the Council of Europe Regulating the use of Personal Data in the Police Sector. 

 

                                                 
61  Some delegations would have preferred that this data protection chapter of the PNR 

Framework Decision be made applicable also to the processing of personal data by the 
competent authorities as well: DELETED, COM DELETED. (To that end a merger of both 
indents of paragraph 1 was proposed.) This was strongly opposed by DELETED.  

62  New language in order to clarify that these general data protection requirements apply also to 
processing by the PIUs, in as far as not covered by the specific rules contained in the data 
protection chapter of this Framework Decision. 

63  Change of wording proposed by DELETED, in order to align it to the wording of Article 
8(1) of the Council Decision of 23 June 2008 on access to the VIS. 



 
5618/2/09 REV 2  GS/np 30 
ANNEX I DG H 2B LIMITE  EN 

2. PNR data which is received or collected pursuant to this Framework Decision by the 

Passenger Information Units and the competent authorities of all the Member States shall 

exclusively be processed for the purposes set out in Articles 3(3) and 4(4)(5). Processing of 

the data must be legitimate and adequate, relevant and not excessive. 

 

3.  This Framework Decision shall not preclude Member States from providing at national level, 

higher safeguards for the protection of PNR data, than those established in Articles 11 to 1264.  

 

Article 11a 

Processing of special categories of data65 

1. Any processing, other than the collection or storage, 66 by Passenger Information Units of 

PNR data revealing a person's race or ethnic origin, religious or philosophical belief, political 

opinion67, trade union membership, health or sexual orientation shall be prohibited, unless in 

a specific case (...) the following conditions are met: 

(a) following completion of an automated risk assessment referred to in Article 

3(3)(a) (...)68; 

                                                 
64  DELETED proposed to insert a new provision by which the application of the Framework 

Decision would be made contingent upon the prior verification of the data protection chapter, 
according to the model of the Prüm Decision/Convention. The proposed text is: “The supply 
of personal data provided for under this Framework Decision may not take place until the 
provisions of this chapter have entered into force in the national law of the territories of the 
Member States involved in such supply. The Council of Ministers shall decide by unanimous 
decision whether the conditions have been met”. DELETED scrutiny reservation.  

65  Reservation by DELETED. Scrutiny reservation by DELETED. DELETED questioned the 
use of the term ‘special categories of data’. DELETED continued to favour an absolute 
prohibition of the use of sensitive data. COM, DELETED also favoured this, but were 
willing to accept a compromise. 

66  New terminology in order to clarify that the PIU can collect and store sensitive data, but that 
all other forms of processing subject to the conditions set out in this article. DELETED 
suggested that the use of sensitive data should be limited in the sense that sensitive data 
cannot be used as search terms when PNR-data is being analysed.  

67  DELETED thought that political opinion could be a valid ground for processing in the 
context of the fight against terrorism.  

68  DELETED was opposed to the reference to Article 3(3(a)). DELETED language 
reservation. 
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(b) where strictly necessary for conducting an investigation or prosecution related to 

the prevention, detection, investigation or prosecution of one or more terrorist offences 

and/or one or more serious crimes69; and 

(c) when domestic law provides adequate safeguards70. 

2. Access to the special categories of data referred to in paragraph 1 shall be limited to (...)71 

personnel of the Passenger Information Unit, who have received a specific training regarding 

the applicable legislation on the collection and use of PNR data and who shall access such 

data manually. 

 

Article 11b 

Logging and documentation 

 

1. All transmissions of PNR data by air carriers, all transmissions of PNR data by Passenger 

Information Units and all requests72 by competent authorities or Passenger Information 

Units of other Member States [and third States], even if refused73, are to be logged or 

documented by the Passenger Information Unit for the purposes of verification of the 

lawfulness of the data processing, self-monitoring and ensuring proper data integrity, 

security and accountability of data processing. 

2. These logs shall be kept for a period of [5]74 years. 

                                                 
69  DELETED wanted to allow the use of sensitive data also for ruling out so-called false 

positives. 
70  DELETED and COM thought (c) unnecessary.  
71  DELETED, supported by DELETED, pointed out that it was not feasible to restrict the 

access to sensitive data to specifically authorised personnel, as these data could be found in 
any PNR file. 

72  In the view of the Presidency, the inclusion of "all requests from competent authorities" also 
includes requests that have been refused. Consequently there appears to be no need to change 
the wording in this regard. 

73  Proposal supported by DELETED and COM during previous discussions. 
74  Some delegations (COM, DELETED) advocated a retention period for logs identical to that 

for PNR data proper (Article 9), whereas others (DELETED) were of the opinion that the 
retention period for logs should be longer in order to enable supervision. 
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3. Logs or documentation prepared under paragraph 1 shall be communicated on request to 

the competent national supervisory authority for the control of data protection. The 

competent supervisory authority shall use this information only for the control of data 

protection and for ensuring proper data processing as well as data integrity, security and 

accountability of data processing. 

 

Article 11c 

Information for the data subject 

 

1. Member States shall ensure that air carriers inform passengers of [international] flights timely 

about the provision of PNR data to the Passenger Information Unit, the purposes of their 

processing75, the period of data retention, their possible use to prevent, detect, investigate or 

prosecute terrorist offences and serious crime, about the possibility of exchanging and sharing 

of such data and about their rights in accordance with Articles 11d to 11g76, including contact 

information for persons with questions or concerns77.  

2.  Member States shall ensure that all information referred to in paragraph 1 is also available in 

a clear, precise manner (....)78.  

 

 

                                                 
75  DELETED proposed to add "the possibility of carrying out risk assessment of the 

passenger". However, this is covered already by the current language on the purpose of the 
processing. 

76  DELETED scrutiny reservation. DELETED asked that Article 12 be added to this provision. 
77  Wording copied, at the suggestion of DELETED, from Article 8 of the EU-AUS PNR 

Agreement. 
78  Given the reluctance of several Member States (DELETED) to have specific rules on the 

manner of information in the operative body of the text of the Framework Decision, the 
Presidency suggests to put this in the preamble (see new recital 10c). 
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Article 11d 

Right of access79 

 

1. Every data subject is entitled, on request made at reasonable intervals, to receive without 

constraint and without excessive delay or expense: 

 

(a) at least a confirmation from the Passenger Information Unit or from the national 

supervisory authority as to whether or not PNR data relating to him or her have been 

transmitted to another Passenger Information Unit or a competent authority, 

communication of the PNR data undergoing processing and, where possible80, 

information on this Passenger Information Unit or competent authority; or 

 

(b) at least a confirmation from the national supervisory authority that all necessary 

verifications have taken place. 

 

2. The Member States may adopt legislative measures restricting access to information pursuant 

to paragraph 1(a), where such a restriction, with due regard for the legitimate interests of the 

data subject, constitutes a necessary and proportional measure: 

 

(a) to avoid obstructing official or legal inquiries, investigations or procedures; 

 

(b) to avoid prejudicing the prevention, detection, investigation and prosecution of criminal 

offences or for the execution of criminal penalties;  

 

(c) for protecting public security; 

 

                                                 
79  DELETED scrutiny reservation. 
80  DELETED asked for the deletion of the words ‘where possible’. However, other delegations 

(DELETED) thought the mandatory provision of this information might be problematic in 
view of the so-called 'neither confirm, neither deny' policy used in some instances with regard 
to personal data transmitted to security services. 



 
5618/2/09 REV 2  GS/np 34 
ANNEX I DG H 2B LIMITE  EN 

(d) for protecting national security;  

 

(e) for protection of the data subject or of the rights and freedoms of others. 

 

3. Any refusal or restriction of access shall be set out in writing to the data subject. At the same 

time, the factual or legal reasons on which the decision is based shall also be communicated to 

him. This communication may be waived where a reason pursuant to paragraph 2, points (a) 

to (e), exists. In all of these cases the data subject shall be advised that he may appeal to the 

competent national supervisory authority, a judicial authority or to a court. 

 

Article 11e 

Right to rectification and erasure81 

 

1. PNR data shall be rectified by the Passenger Information Unit (…) if inaccurate, and where 

possible and necessary, completed or updated. 

2. Where such data have been transferred or made available by the air carriers in violation of the 

national provisions adopted pursuant to this Framework Decision, the PIU shall erase such 

data. 

3. Member States shall lay down whether the data subject can assert these rights directly against 

the Passenger Information Unit or through the intermediary of the competent national 

supervisory authority. If the Passenger Information Unit refuses rectification or erasure of 

such data, the refusal must be communicated in writing and the data subject informed of the 

possibilities provided for in national law for lodging a complaint or seeking judicial remedy. 

When the complaint or judicial remedy is examined, the data subject shall be informed 

whether the Passenger Information Unit acted properly or not. Member States may also 

provide that the data subject shall only be informed by the competent national supervisory 

authority that a review has taken place.  

                                                 
81  DELETED scrutiny reservation.  
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Article 11f 

Right to compensation82 

 

1. Member States shall ensure that any data subject who has suffered damage as a result of an 

unlawful processing operation or of any act incompatible with the national provisions adopted 

pursuant to this Framework Decision is entitled to receive compensation from the Member 

State responsible for the damage suffered. 

 

2. Member States shall ensure that any data subject who has suffered damage as a result of a 

transmission of PNR data by the air carriers in violation of the national provisions adopted 

pursuant to this Framework Decision, is entitled to receive compensation from the air carrier 

under national law for the damage suffered83. 

 

Article 11g 

Judicial remedies 

 

Without prejudice to any administrative remedy for which provision may be made prior to referral 

to the judicial authority, the data subject must have the right to seek judicial remedy for any breach 

of the rights guaranteed to him by the national provisions adopted pursuant to this Framework 

Decision. 

 

                                                 
82  DELETED scrutiny reservation.  
83  DELETED scrutiny reservation: DELETED thought that a passenger who suffered damages 

should always be able to obtain compensation from the Member States (i.e. from the PIU), 
also where this damage occurred as a result of unlawful processing by an air carrier. In such 
case a reimbursement mechanism, whereby the PIU could ask for the reimbursement of 
compensation it has been obliged to pay as the result of a fault of an air carrier, should be 
provided for. 
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Article 11h 

Confidentiality of processing 

 

1. Persons who have access to PNR data, held by Passenger Information Units, may process 

such data only as members of the Passenger Information Unit or on the instructions of the 

relevant Passenger Information Unit, unless there are legal obligations to do so. 

 

2. Persons called upon to work for a Passenger Information Unit of a Member State shall be 

bound by all the data protection rules which apply to the Passenger Information Unit in 

question. 

 

Article 11i 

National Supervisory Authority 

 

1. Without prejudice to wider powers under national law, each Member State shall provide that 

one or more public authorities are responsible for [advising on and84]monitoring the 

application within its territory of the provisions on data protection adopted by the Member 

States pursuant to this Chapter85. These authorities shall act with complete independence in 

exercising the functions entrusted to them. 

 

2. Each authority shall be endowed in particular with:  

 

(a) investigative powers, such as powers of access to data forming the subject-matter of 

processing operations and powers to collect all the information necessary for the 

performance of its supervisory duties; 

 

                                                 
84  Proposed by DELETED. 
85  DELETED, supported by COM, pleaded in favour of the deletion of the words ‘pursuant to 

this Chapter’, thereby extending the supervision of the data protection authorities to the 
functioning of the entire application of the Framework decision. The Presidency and other 
Member States rejected this: DELETED. Clarification on the remit of data protection 
authorities has been included. 
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(b) effective powers of intervention, such as, for example, that of delivering opinions before 

processing operations are carried out, and ensuring appropriate publication of such 

opinions, of ordering the blocking, erasure or destruction of data, of imposing a 

temporary or definitive ban on processing, of warning or admonishing the controller, or 

that of referring the matter to national parliaments or other political institutions; 

 

(c) the power to engage in legal proceedings where the national provisions adopted 

pursuant to this Chapter have been infringed or to bring such infringements to the 

attention of the judicial authorities. Decisions by the supervisory authority which give 

rise to complaints may be appealed against through the courts. 

 

3. Each supervisory authority shall hear claims lodged by any person concerning the protection 

of his rights and freedoms in regard to the processing of personal data. The person concerned 

shall be informed of the outcome of the claim.  

 

4. Member States shall provide that the members and staff of the supervisory authority are also 

to be bound by the data protection provisions applicable to the competent authority in 

question and, even after their employment has ended, are to be subject to a duty of 

professional secrecy with regard to confidential information to which they have access. 

 

5. Each Member State shall notify the Commission and the General Secretariat of the Council, 

by way of a declaration, the supervisory authority it has designated for the purposes of this 

Framework Decision. Such declaration shall be made within twelve months after this 

Framework Decision enters into force, and may at any time update its declaration. The 

Commission shall publish the declarations in the Official Journal of the European Union. 
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Article 12 

Data security 

 

Member States shall ensure that the Passenger Information Units of each Member State shall adopt 

the necessary security measures with respect to PNR data which is processed by them pursuant to 

this Framework Decision in order to: 

 

a) deny unauthorised persons access to equipment used for processing personal data by the 

Passenger Information Units store data (equipment access control); 

b) prevent the unauthorised reading, copying, modification or removal of data media (data media 

control); 

c) prevent the unauthorised input of data and the unauthorised inspection, modification or 

deletion of stored PNR data (storage control); 

d) prevent the use of automated data processing systems by unauthorised persons using data 

communication equipment (user control); 

e) ensure that, within the Passenger Information Units, persons authorised to access the PNR 

data have access only to the data covered by their access authorisation (data access control); 

f) ensure that it is possible to verify and establish to which passenger information units or 

competent authorities PNR data have been or may be transmitted using data communication 

equipment (communication control); 

g) ensure that it is subsequently possible to verify and establish which personal data have been 

input into automated data processing systems and when and by whom the data was input 

(input control); 

h) prevent the unauthorised reading and copying of PNR data during its transmission, in 

particular by means of appropriate common protocols (transport control); 

(i) ensure that installed systems may, in case of interruption, be restored (recovery); 
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j) ensure that the functions of the system perform, that the appearance of faults in the functions 

is reported (reliability) and that stored data cannot be corrupted by means of a malfunctioning 

of the system (integrity); 

k) ensure that the databases are located in adequately secure premises. 
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CHAPTER IV 

COMITOLOGY86 

Article 13 

Common Protocols 

1. Until the time limit referred to in paragraph 6 of this Article has elapsed, all transmissions of 
PNR data by air carriers to the Passenger Information Units made for the purposes of this 
Framework Decision shall be made by electronic means or, in case of failure, by any other 
appropriate means, and in a specified data format.  

2. Once the time limit referred to in paragraph 6 of this Article has elapsed, all transmissions of 
PNR data by air carriers to the Passenger Information Units made for the purposes of this 
Framework Decision shall be made electronically using secure methods in the form of 
acceptable common protocols which shall be common to all transmissions to ensure the 
security of the data during transmission, and in a supported data format to ensure their 
readability by all parties involved. Air carriers shall be required to select and identify to the 
Passenger Information Unit the common protocol and data format that it intends to use for its 
transmissions to it.  

3. The list of acceptable common protocols and supported data formats shall be set up and, if 
need be, adapted in accordance with the procedure provided for in Article 15. 

4. If the mode of transmission referred to in paragraphs 2 and 3 is not available, paragraph 1 
shall remain applicable for the entire period of such unavailability. 

5. Each Member State shall ensure that the necessary technical alterations are carried out to be 
able to support all the acceptable common protocols and data formats. 

6. The technical alterations referred to in paragraph 5 shall be carried out within 1 year from the 
date the common protocols and supported data formats are adopted. 

7. The measures necessary for the implementation of paragraphs 2 and 3 shall be adopted in 
accordance with the regulatory procedure referred to in Article 15. 

                                                 
86  Presidency notes that it is clear from the discussions so far that both content and legal form of 

implementing mechanism remains to be solved also in relation to legal basis.  
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Article 14 

Committee procedure87 

1. The Commission shall be assisted by a committee composed of the representatives of the 

Member States and chaired by the representative of the Commission (the “Committee”). 

2. The Committee shall adopt its rules of procedure on a proposal made by the Chair on the basis 

of standard rules of procedure which have been published in the Official Journal of the 

European Union. 

3. It may give appropriate recommendations to its members on the adoption of common 

protocols and data formats which shall be used in all PNR transmissions by air carriers to the 

Passenger Information Units under this Framework Decision as well as the common general 

criteria, methods and practices for the risk assessment according to Article 3(3) (a) and 3(4). 

 

Article 15 
Procedure 

1. Where reference is made to this Article, the representative of the Commission shall submit to 

the Committee a draft of the measures to be taken. The Committee shall deliver its opinion on 

the draft within a time limit which the Chair may lay down according to the urgency of the 

matter. The opinion shall be delivered by the majority laid down in Article 205(2) of the 

Treaty establishing the European Community, in the case of decisions which the Council is 

required to adopt on a proposal from the Commission. The votes of the representatives of the 

Member States within the Committee shall be weighted in the manner set out in that Article. 

The Chair shall not vote. 

                                                 
87  DELETED had some doubts on the use of comitology. Whereas DELETED opined this 

should be looked at again after some clarity has been reached as to the entry into force of the 
Lisbon Treaty. DELETED scrutiny reservation. 
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2. The Commission shall adopt the measures envisaged if they are in accordance with the 

opinion of the Committee. 

3. If the measures envisaged are not in accordance with the opinion of the Committee, or if no 

opinion is delivered, the Commission shall without delay submit to the Council a proposal on 

the measures to be taken and shall inform the European Parliament thereof. 

4. The Council may act by qualified majority on the proposal, within three months from the date 

of referral to the Council. 

 If within that period the Council has indicated by qualified majority that it opposes the 

proposal, the Commission shall re-examine it. It may submit an amended proposal to the 

Council, re-submit its proposal or present a legislative proposal on the basis of the Treaty. 

 If on the expiry of that period the Council has neither adopted the proposed implementing act 

nor indicated its opposition to the proposal for implementing measures, the proposed 

implementing act shall be adopted by the Commission. 
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CHAPTER V 

FINAL PROVISIONS 

Article 16  

Implementation88 

1. Member States shall take the necessary measures to comply with the provisions of this 

Framework Decision before [31 December 2010]89. By the same date they shall transmit to 

the General Secretariat of the Council and the Commission the text of the provisions 

transposing into their national law the obligations imposed on them under this Framework 

Decision and a correlation table90 between those provisions and this Framework Decision. 

When Member States adopt those provisions, they shall contain a reference to this Framework 

Decision or be accompanied by such a reference on the occasion of their official publication. 

Member States shall determine how such reference is to be made. 

2. On the basis of a report established using this information and a written report from the 

Commission, the Council shall before 31 December 2011 assess the extent to which Member 

States have complied with the provisions of this Framework Decision.  

                                                 
88  DELETED scrutiny reservation. 
89  DELETED supported by DELETED thought a 36-months transposition period would be 

required. 
90  DELETED were opposed to duty to provide a correlation table. The Presidency is aware that 

this is a horizontal issue. Alternative solution would be inclusion of a recital inviting Member 
States to provide correlation table. 
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Article 17 

Review 
 

1. On the basis of information provided by the Member States, the Commission shall undertake 
a review of the operation of this Framework Decision and shall submit a report to the Council 
within four years after this Framework Decision has been implemented. Such review shall comprise 
all the elements of this Framework Decision, with special attention to the implementation of the 
"push method", the level of adherence to the data protection safeguards, the evaluation of the length 
of the data retention period and the quality of the risk assessments. It shall also contain the 
statistical information gathered pursuant to Article 18.  
 
2. In the context of this review, the Commission shall examine the following two questions and, 
if appropriate, make recommendations on:  
- the gradual increase of flights with regard to which PNR data are collected, as referred to in 
Article 5(1a)91; and 
- the cost-benefit impact of the potential inclusion of intra-community flights in the scope of the 
Framework Decision, in the light of the national experiences gathered by those Member States that 
have decided to collect PNR data with regard to intra-community flights92. 
 

 
Article 18 

Statistical data 

1. Member States shall ensure that a set of statistical information on PNR data provided to the 
Passenger Information Units is available. 

                                                 
91  DELETED scrutiny reservation. 
92  DELETED suggested to add two other questions: (1) the expediency of an EU-wide single 

window for receiving/analysing PNR data and (2) the possible use of PNR date for the 
purpose of combating illegal immigration. 
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2. Such statistics should as a minimum cover per air carrier and destination the number of 
information elements, the number of identifications of high risk persons and the number of 
subsequent law enforcement actions involving the use of PNR data93. 

3. These statistics should not contain any personal information. They should be transmitted to 
the General Secretariat of the Council and the Commission on a yearly basis. 

 

Article 19 

Relationship to other instruments94 

1. Member States may continue to apply between them bilateral or multilateral agreements or 
arrangements on exchange of information between competent authorities, in force when this 
Framework Decision is adopted in so far as such agreements or arrangements are compatible 
with the objectives of this Framework Decision. 

2. This Framework Decision is without prejudice to any obligations and commitments 
incumbent upon Member States or upon the Union by virtue of bilateral and/or multilateral 
agreements with third States. In application of these agreements, the transfer to a third State of 
personal data obtained from another Member State shall be carried out while respecting 
Article 8 (1)(c) or (2), as appropriate.  

                                                 
93  DELETED thought it should be further clarified which statistics are required. DELETED 

also questioned the detail required under this provision. It was pointed out that the concept of 
high risk persons was nowhere defined in the Framework Decision. DELETED suggested to 
elaborate on statistics in the framework of implementing procedure. 

94  Redrafted wording aims to ensure that this Framework Decision establishes new mechanism 
of PNR data exchange between Member States by demanding that agreements between them 
may continue to be applied only if compatible with the objectives of this Framework 
Decision. While it clarifies that international agreements with third countries are not affected, 
it protects originating Member States by reference to Article 8 of this Framework Decision, 
which is closely modelled on Article 13 of DPFD. The agreements between EU and third 
countries on provision of PNR data by air carriers to the third countries are not affected. 
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Article 20 

Entry into force 

This Framework decision shall enter into force the day following its publication in the Official 

Journal of the European Union. 

Done at Brussels,  

 For the Council 

 The President  

 

 

_________________ 
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ANNEX II 

PNR data pursuant to Article 2 

 

Data for all passengers 

(1) PNR record locator 

(2) Date of reservation/issue of ticket 

(3) Date(s) of intended travel 

(4) Name (s) 

(5) Address and Contact information (telephone number, e-mail address) 

(6) All forms of payment information, including billing address 

(7) All travel itinerary for specific PNR 

(8) Frequent flyer information  

(9) Travel agency /Travel agent 

(10) Travel status of passenger including confirmations, check-in status, no show or go show 

information 

(11) Split/Divided PNR information 

(12) General remarks (including all available information on unaccompanied minors under 18 

years, such as name and gender of the minor, age, language(s) spoken, name and contact 

details of guardian on departure and relationship to the minor, name and contact details of 

guardian on arrival and relationship to the minor, departure and arrival agent 

(13) Ticketing field information, including ticket number, date of ticket issuance and one-way 

tickets, Automated Ticket Fare Quote fields 

(14) Seat number and other seat information 

(15) Code share information 

(16) All baggage information 
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(17) Number and other names of travellers on PNR 

(18) Any collected API information 

 

All historical changes to the PNR listed in numbers 1 to 18. 

 

 

_______________ 
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